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Mali by sme vediet 2 g 1L alademia

Na pripomenutie ...

Skusme si zodpovedat nasledujuce
otazky:
* Co je to virtualna siet VLAN?
e Aké rezimy portu prepinaca pozname?
* Aky je medzi nimi rozdiel?
* Ako umoznime prenos viacerych VLAN cez
jednu linku medzi prepinacmi?
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Preco pouzit DTP?
Zaklady DTP

DTP rezimy
Aktivita 7.1 I
Problémy DTP
Vypnutie DTP
Aktivita 7.2
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Preco pouzit DTP?

* Distribucna a jadrova vrstva hierarchického
modelu zvyCajne nemaju pristupoveé porty
(porty funguju v rezime trunk).

* Pri manualnom vytvarani trunk liniek
je potrebné sa pripojit na vSetkych
9 prepinacov a zmenit rezim prislusnych
portov
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AS1 AS2 AS3 AS4 AS5 AS6

> Pri pouziti DTP postacuje sa pripojit na DS1 a DS2 a zmenit rezim ich
portov, rezim portov ostatnych prepinacov nastavi protokol DTP.
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Zaklady DTP

 DTP (angl. Dynamic trunking protocol) riadi negociaciu trunk rezimu
na portoch danej linky (ak prislusné porty podporuju DTP).

* DTP funguje len na Cisco zariadeniach, pri vytvarani trunk linky so
zariadenim od iného vyrobcu, je potrebné vypnut DTP.

Dynamic auto Access Trunk Trunk Access
Dynamic desirable IVl Trunk Trunk Access
Trunk Trunk Trunk Trunk Obmed.z'ena
konektivita
Access Access Ol canr: Access
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DTP rezim dynamic auto

Switch(config-if)# switchport mode dynamic auto

* Umoznuje dynamicky zmenit rezim portu.

* Prispdsobi sa, ale neiniciuje vytvorenie trunk linky.

* Port sa prepne do rezimu trunk, ak prislusny port susedného
prepinaca na danej linke je nastaveny ako trunk alebo dynamic
desirable.
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DTP rezim dynamic desirable

Switch(config-if)# switchport mode dynamic desirable

* Umoznuje dynamicky zmenit rezim portu.

* PrispOsobi sa, pricom iniciuje vytvorenie trunk linky.

* Port sa prepne do rezimu trunk, ak prislusny port susedného
prepinaca na danej linke je nastaveny ako trunk, dynamic desirable
alebo dynamic auto.
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DTP rezim access

Switch(config-if)# switchport mode access

e Staticky nastavi pristupovy rezim portu.
* Oznamuje, ze odmieta vytvorenie trunk linky.

* Port bude v pristupovom rezime bez ohladu na konfiguraciu
prislusného portu susedného prepinaca na danej linke.
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DTP rezim trunk

Switch(config-if)# switchport mode trunk

e Staticky prepne port do rezimu trunk.
* Iniciuje nastavenie trunk rezimu aj u suseda.

* Port bude v rezime trunk bez ohladu na konfiguraciu prislusného
portu susedného prepinaca na danej linke.



Ako negociovat trunk?: Protokol DTP

Overenie DTP rezimu

Switch# show interfaces switchport
Name: Fa@/1

Switchport: Enabled

Administrative Mode: dynamic auto
Operational Mode: static access

Administrative Trunking
Encapsulation: dotlq

Operational Trunking Encapsulation:
native

Negotiation of Trunking: On
Access Mode VLAN: 1 (default)

Trunkin% Native Mode VLAN: 1
(default)

Voice VLAN: none

Administrative private-vlan host-
association: none

Administrative private-vlan mapping:
none

Administrative private-vlan trunk
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native VLAN: none

Administrative private-vlan trunk
encapsulation: dotlq

Administrative private-vlan trunk
normal VLANs: none

Administrative private-vlan trunk
private VLANs: none

Operational private-vlan: none
Trunking VLANs Enabled: All

Pruning VLANs Enabled: 2-1001
Capture Mode Disabled

Capture VLANs Allowed: ALL
Protected: false

Unknown unicast blocked: disabled
Unknown multicast blocked: disabled
Appliance trust: none
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Overenie DTP rezimu

Switch# show dtp interface f0/1

DTP information for FastEtherneto/1: Statistics
TOS/TAS/TNS: TRUNK/ON/TRUNK — mmmmmm— - -
TOT/TAT/TNT: 802.1Q/802.1Q/802.1Q 640 packets received (640 good)
Neighbor address 1: ©CD996D23F81 @ packets dropped
Neighbor address 2: 000000000000 © nonegotiate, © bad version, ©
Hello timer expiration (sec/state): domain mismatches,
12/RUNNING ® bad TLVs, © bad TAS, © bad TAT, ©
Access timer expiration (sec/state): bad TOT, @ other
never/STOPPED 646 packets output (646 good)
Negotiation timer expiration 640 native, 6 software encap isl, ©
(sec/state): never/STOPPED isl hardware native
Multidrop timer expiration (sec/state): @ output errors
never/STOPPED @ trunk timeouts
FSM state:  56:TRUNK 1 link ups, last link up on Mon Mar 01
# times multi & trunk %) 1993, 00:00:56
Enabled: yes @ link downs

In STP: no
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Aktivita 7.1: Negociacia trunk rezimu

Ktora kombinacia DTP rezimov na portoch medzi prepinacmi zabezpeci
vytvorenie trunk linky?

S1 S2
* _________________________________ *
< | m -
DA : ~~~~~~~~~ : DD Legenda
L T T =—l I TR — trunk
: ~~~~~~~~ I DA — dynamic auto
™, T Te— TR | DD DD — dynamic desirable
4_" DA DA 4_'>
* _________________________________ *
- -
S3 S4



Ako negociovat trunk?: Protokol DTP

Problémy DTP

* Predvoleny dynamicky rezim na prepinacoch moze byt zneuzity na
zmatenie prepinaca (angl. switch spoofing attack).

* Utoénik moze na pdvodne pristupovom porte zaslat DTP spravu a
dohodnut vytvorenie trunk linky.

e Utoénik ziska pristup do vietkych VLAN povolenych na trunk linke.

faloSny trunk =)
T <,
<l DTP sprava dynamic | =
Utognik > auto

S1

»0dporucané je pouzivat statické rezimy a vypnut DTP.
»Nepouzivané porty administrativhe vypnut.
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Vypnutie DTP

Switch(config-if)# switchport nonegotiate

 Port prestane generovat a spracovavat DTP spravy.

* Prikaz je mozné pouzit len ak nie je nastaveny dynamicky DTP rezim.

* Po vypnuti DTP je na vytvorenie trunk linky potrebné prepnut obidva
porty danej linky manualne do statického trunk rezimu.
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Aktivita 7.2: Zakladna konfiguracia DTP

* \lytvorte trunk linky medzi prepinacmi pomocou DTP
* Prepinace komunikuju vo VLAN 99
* Pocitace komunikuju vo VLAN 10
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